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Login

Open your browser and enter the URL of your Command Center:
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Enter the “username” and “password” provided to you and click “Login”.




You will then be ask to select a method of Multifactor Authentication:
¢ One Time Password (OTP) code sent to your email
¢ One Time Password (OTP) code sent to your phone

* Use Google Authenticator (you will need to setup an account)
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This platform is protected with Two-Factor
Authentication. The One-Time Passcode (OTP) will
be sent to one of your trusted devices
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Google Authenticator

Note:
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If you want to use Google Authenticator, you will need to download and install Google
Authenticator on the device of your choice and register it for use with your Command Center.



Enter the One Time Password (OTP) sent to your email or phone, or enter your Google
Authenticator code, in the field provided and click “Verify Code”.
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Enter the One-Time Passcode (OTP) to proceed
with your login
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Once logged in, you will be presented with Command Center Dashboard as your home screen:
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Change Language

To change the language used in your Command Center, click on the “Select Language” dropdown
option prior to submitting your username and password, and select your preferred language:
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You Command Center is a multi-tenant environment. In other words, you can use a single

Command Center to service many different organizations, departments, groups etc.

Once logged into your Command Center, click “Tenants” in the main menu bar:
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To add a new tenant to your Command Center, click “Add Tenant”
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Enter information about your tenant and click “Save”

Add New Tenant
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Description
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To 1) edit information relating to a tenant or 2) delete a tenant, click on the affiliated icon and
follow the instructions:
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Once logged into your Command Center, click “Users” in the main menu bar:
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To add a new user, click “Select Actions” and then select “Add New User”
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Enter information relating to the new user and click “Submit”.

Add new user

Tenant

Usemame *

Email

Password *

Verify Password

Role

Tenant1

User type

First name -

Last name

Provider

MDM
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To 1) edit information relating to a user or 2) delete a user, click on the affiliated icon and follow

the instructions:
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To send the App Locker (Container) software to a user, for them to install on their device, click
“Provision Container” in the main menu bar:

&« a

Command Center

B 3 A

o Admin

GENERAL

© Dashboard

enant Management
DEVICE MANAGEMENT
& Configuration Profiles
@ Activity Log

USER MANAGEMENT

5 §

Q@

APP MANAGEMENT

i= Container Ver

*

Provision Mobile Container

Show 10 -‘ entries
Username First name Last name
Admin Super Admin
jimshoes Jim Shoes

Showing 1to 2 of 2 entries

Email

joe@bloggs.com

jim@shoes.com

Tenant

Tenant 1

Tenant 2

S

earch

Device OS

x

16



If needed, search for the user. Once found, select the user and the Device OS you want to send
them of the App Locker you want to send.
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Once selected, click “Send” and you will receive notification an email was sent to the user notifying
them to install the App Locker software.
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Once users download and install App Locker, they can then install a variety of applications within.
Many of the applications will require a purchase code to activate.

To generate a purchase code for a user, click “Purchase Codes” in the main menu bar and then click
“Add Purchase Code”.
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Select the tenant you wish to apply the purchase code to (remember, users belong to a tenant),
click “Generate” to create a purchase code and then click “Submit”.

Add Purchase Code

Tenant Tenant2

Arcrosncode | WO
[ s

Note:

Once created, you need to provide the purchase code to a user so they can activate an application
(e.g. Secure Comms) in their App Locker.
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Your Command Center issues a variety of emails and SMS messages to users. You have the ability

to customize information sent by editing the templates.

Click “Manage Templates” in the main menu bar, then click the action icon for the template of

interest.
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Make changes to the template and click “Submit”.

Edit Template

Tenant  Tenant1

English Chinese

Template Name Request One-Time Password (OTP)

5300 System

Subject * OTP to access Command Center

Content <p>Dear lusermamel.</p>
<poHere is the OTP Code you will need to help us authenticate you </p>
<poYour OTP Code is: I0TPI</p>

<poThis code will expire $00n 50 please enter it in the appropriate field online as soon as possible.
</p>
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Once users install and login to their App Locker, information relating to the their device(s) can be

viewed in your Command Center.

To view, click “Devices” in the main menu bar. Once selected, you can view a user’s device

information by clicking on the “details icon”.
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You can also click user’s device “action” button to:
¢ Un-enroll the device from your Command Center
¢ Allow the device to be re-enrolled in your Command Center
* Remotely lock the device to prevent login in the event it’s stolen or lost
* Remotely wipe data within the App Locker
¢ Remotely reset the device’s passcode

¢ Remove the device from your Command Center
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