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You should receive an email message from “Command Center” (if you cannot find the email in
your inbox, be sure to check your spam folder). Tap and hold on the “Application Link” and then
select “Copy”.
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< Conversation

Send Link to Download App Locker
-i0S

Command Center

C

Dear User,

In order to enroll your device to the Command
Center server, please click on the following link

to download application. Open

Application link

Add to Reading List

Thank you for using our service.

Command Center Team
Copy

Share...

Cancel




Open your “Browser”. Tap and hold down in the URL entry field and select “Paste”. Then tap “Go”.
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“12.345.678.90/generate_profile/82 Cancel

Paste Paste and Go




Next, you should receive a warning stating the website is trying to open Settings and install a
configuration profile - select “Allow”. You will then be asked to install a profile - select “Install”.
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Q Search or enter website name ¢ Cancel Install Profile Install

@ Provisioning Profile
MDM

Signed by Not Signed
Description Profile description.

Contains Mobile Device Management
2 Certificates

This website is trying to open Settings More Details
to show you a configuration profile. Do
you want to allow this?

Ignore  Allow




You will be asked to enter your device’s passcode and presented with a warning - select “Install”.
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Enter Passcode Cancel Cancel Warning Install

ROOT CERTIFICATE

Installing the certificate “12.345.678.90" will
add it to the list of trusted certificates on your
iPhone.

Enter your passcode

O O O O

ROOT CERTIFICATE

Installing the certificate “12.345.678.90" will
add it to the list of trusted certificates on your
iPhone.

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at “https://12.345.678.90/mdm/
server?uid=82" to remotely manage your
iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions, list,
install, and manage apps, and remotely erase
data on your iPhone.

UNSIGNED PROFILE




You will then receive notice the profile is installed. Wait approximately 30 seconds,
then be presented with the notice to install the application - select “Install”.
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Profile Installed

Provisioning Profile
MDM

Signed by Not Signed
Description Profile description.
Contains Mobile Device Management
2 Certificates

More Details

and you will

App Installation
“12.345.678.90" is about to install and
manage the app “Device Connection”.

Your iTunes account will not be
charged for this app.

Cancel Install



You will then notice App Locker loading until the process is complete.
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Loading...
App Locker




Tap the App Locker icon. Then accept some device notification and Location permission settings.

wil Mobile Wi-Fi &

® ‘ Server Settings

2

App Locker

Settings

Host Settings

Host name / IP Address

“App Locker” Would Like to
Send You Notifications
Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.
MD
Sl Don't Allow Allow

Inventory polling interval (sec)




Server Settings

Settings

Allow “App Locker” to access
your location?
App explanation for always:

App explanation for while using:
“Please grant access to send and
receive user locations”

Only While Using the App
Always Allow

Don’t Allow
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When opening App Locker for the first time, you will be asked to setup your “Server Settings”.
Tap on the “Host / IP Address” and enter the information provided by your Command Center
Administrator, then select “OK”.

P

Server Settings Server Settings

Settings Host name / IP Address

12.345.678.90

Host name / IP Address ‘
e e Cancel

Port

MDM Settings

Command polling interval (sec) Command polling interval (sec)

300
123 4567890

Inventory polling interval (sec)
86400

() $&@"”
N <)

return




Once you have entered the correct Host Name / IP Address, select “Done”.

You will then be presented with the App Locker Login screen. Enter your “Username” and
“Password”, provided to you by your Command Center Administrator, then select “Next”.

T

Server Settings

Settings

Host name / IP Address
12.345.678.90

Port

Command polling interval (sec)
300

Inventory polling interval (sec)
86400

e

& AppLocker

Login A

Username

Password

Forgot Password?

Register New Account?

Privacy Policy Version1.0.0.4012
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Select your preferred method of second factor authentication:
e OTP (One Time Password - email or sms)

e TOTP (Time One Time Password - Google Authenticator)

* Fingerprint

e

& AppLocker App

Authentication Options Authentication Options

@ OTP
@ TOTP
© Fingerprint

Touch ID for “App Locker”
— oot

to get started.

Cancel




You will then enter the App Locker.
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& ApplLocker

Enrolled
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Tap the App Locker icon. Enter your username and password then select “Next”.

ol Mobile Wi-Fi

L

N4

App Locker

& AppLocker

Login A

Username

Password

)
e @

Forgot Password?

Register New Account?

Privacy Policy Version1.0.0.4012
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Select your preferred method of second factor authentication:
e OTP (One Time Password - email or sms)

e TOTP (Time One Time Password - Google Authenticator)

* Fingerprint

e

& AppLocker App

Authentication Options Authentication Options

@ OTP
@ TOTP
© Fingerprint

Touch ID for “App Locker”
— oot

to get started.

Cancel




You will then enter the App Locker.
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& ApplLocker

Enrolled
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Log into App Locker, tap on the “Apps” icon.

=

& ApplLocker

Enrolled
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You will then be presented with a list of apps. Tap on your app of choice where you may need to
enter a “Purchase Code” or “Credit Card” information. Purchase Codes are provided by your

Command Center Administrators.

Applications Applications

=2}
V SecureComms

INSTALL NOW

INSTALL NOW

Encrypted phone and messaging app.

INSTALL NOW

-
~

\ ;
| want to instal iRstsiling.S ing:

© Purchase code 3DYXG

© Corporate Credit Card

= Contact

) Office Suite

© Personal Credit Card

£ sharepoint

(&)
[’_T SecureComms INSTALL NOW

Enrolled
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Once you enter purchase code or payment information (if required), your app will be installed in

e

& ApplLocker

App Locker.

&C}

SecureComms

Enrolled




Go to Settings / General / Device Management.

o1l Mobile Wi-Fi &
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Settings
Wi-Fi
Settings
Bluetooth
Cellular

Personal Hotspot

Carrier

Notifications
Control Center

Do Not Disturb

&g General

Display & Brightness
Wallpaper

Sounds & Haptics
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< Settings General

Date & Time
Keyboard
Language & Region

Dictionary

iTunes Wi-Fi Sync
VPN

Device Management

Regulatory

Reset

Shut Down
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Tap on the MDM Provisioning Profile and then select Remove Management.

all 1:20 PM

{ General Device Management

MOBILE DEVICE MANAGEMENT

MDM Provisioning Profile

all ¥ 1:20 PM

< Back Profile

MDM Provisioning Profile

p 4

y Not Signed
Profile description.

Mobile Device Management
Managed App
2 Certificates

More Details

Remove Management
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Enter your device Passcode and confirm Remove Management.

1:20 PM

Enter Passcode

Enter your passcode

O O O O

Remove Management

Cancel
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Then find App Locker in your Home Screen and remove it like you would any other app on your
iIOS device.

«1! Mobile Wi-Fi &

App Locker
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